Facebook and Myspace. Our near universal
access to the internet has always been a
double-edged sword for business, offering
both the potential to extend the workplace
into people’s homes, client premises, cafes,
trains and wherever while at the same time
fracturing the relationship between place and
time that made work easy to understand in
the past and giving people a billion new ways
to waste time and possibly get up to no good.

Social networking is a serious issue of
course, yet rather fewer column inches
have been expended on an issue that has
its roots in the same technological and
social changes but is rather more weighty.
Known colloquially as lawful intercept, but
more technically as EU Directive 2006/24/EC,
it is a piece of new legislation that will
fundamentally change the relationship
between public service network providers
and their users.

The Directive is aimed at ‘the retention of
data generated or processed in connection
with the provision of publicly available
electronic communications services or of
public communications networks’ and
requires telephone operators, internet service
providers and the like to retain personal data
such as calling numbers, user IDs and IP
addresses for a period of between six months
and two years. The information the authorities
are looking to retain should allow them
to trace the source and destinations of
communications, times, locations of equip-
ment and the nature of the communication.
For the service provider this will also mean
recording allocated user IDs and the names
and addresses of the user. In short, if
you're providing a network for anybody,
you need to know who they are, what
they're doing, when they're doing it and be
prepared to hold that information for the
authorities for a fairly lengthy period of time.

The aim is to ensure that this type of
data is retained to help with the investiga-
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tion of serious crimes as defined by indi-
vidual EU member states. Specifically the
sorts of crimes the authorities deem to be
most associated with mobile communica-
tions include terrorism, cyber crime, data
theft and paedophilia. The initial part of
the Directive was bought into force in
September 2007, but the full implementa-
tion including the rules for internet data
comes into force on 15th March 2009. In
addition, EU member states also have the
option to go further than the Directive
stipulates. For example, they may require
data to be held longer than the two year
current maximum and they maintain the
freedom to require retention of additional
data, beyond that currently specified.

Inevitably, concerns have been
expressed, not only about the impact of
the new directive on issues of privacy and
civil liberty, but also on their effectiveness.
It has been quite reasonably argued that
it's perfectly easy for any wrongdoers to
sidestep the new regulations simply by
lying. Be that as it may, any potential
weakness in the legislation does not alter
the need to implement it.

As ever, the devil lies in this detail.
Many building owners already see the

Starbucks and McDonalds already promi-
nently advertise their WiFi offering. And
an increasing number of firms are throw-
ing open their networks for their own
clients and other visitors to treat the office
and its network as their own.

The challenge for these organisations is
to continue to enjoy the benefits of public
access technology without too much cost
and inconvenience for both themselves
and their customers and without becoming
associated with the sorts of illegal activi-
ties the new regulations aim to confront.
Most public access technologies currently
rely on some kind of Network Address
Translation (NAT) while providing access
to visitors. This is done primarily to save
public IP addresses. In addition, while
NAT offers security to the end user by
restricting access to the end user computer
from the Internet and in the process
offers anonymity to a public user, this
very anonymity presents challenges when
trying to comply with the new lawful
intercept regulations.

As ever with technology, there are ways
of making this easier for everybody. The
most important objective is to ensure that
people, ever more expectant of their ability
to get online anywhere they turn up, are
allowed seamless access to the internet and
email. Software already exists that allows
any kind of user with varied client config-
urations to get on to the network without
making any changes or adding client side
software to their laptops or handheld
devices. This is an important first step in
meeting the new legislation, but each service
provider is likely to have their own specific
requirements and solutions. For example
hotel owners can link room booking details
to tracking logs to ensure compliance. So,
as ever, the most important thing is to get
the right advice in the first place and find the
best solution for your own needs. =
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